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# 941812
Access and Privacy Management Plan
Personal Information

What is considered personal information?

Personal information is any recorded information about an identifiable individual.
Examples include a person’s name, address, telephone number, a number that
can identify them (for example, case file number, credit card number

or social insurance number), and financial information.

Personal health information is any recorded information about an identifiable
individual in the healthcare context. Examples include an individual’s name,
address, telephone number, or personal health identification number (PHIN).

It is important to note that personal (health) information can include information
that can be combined with other information to identify a specific individual. For
example, if information such as gender were linked to health information and only
one individual in a small office was of that gender, that individual will be able to
be identified.

Access to Information

The Freedom of Information and Protection of Privacy Act (FIPPA) provides a
right of access to information in records held by public bodies. With certain
exceptions, individuals may see and obtain copies of records in the custody of
the Division.

If a request for records / personal information is received, contact the Access &
Privacy Coordinator for guidance as to whether this information can be provided
or alternatively if it needs to go through the formal FIPPA application process.

Pledge of Confidentiality for Employees / Volunteers / Others

The Division has a pledge of confidentiality that all employees and volunteers are
required to acknowledge and sign. These forms are GBJA-E-1 and GBJA-E-3.
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Employee Consent — Social Media

The Division has established an online presence using social media platforms to
be used as communication tools. Photos and captions are only to be published
with employee consent in line with the Employee Print and Digital Release Form
(GBJA-E-2).

Privacy Breach Checklist

A privacy breach occurs when there is unauthorized handling of personal (health)
information, such as access to or collection, use, disclosure or disposal of
personal information. Such activity is “unauthorized” if it occurs in contravention
of The Freedom of Information and Protection of Privacy Act (FIPPA) or the
Personal Health Information Act (PHIA).

The most common breaches happen when personal information is stolen, lost or
mistakenly disclosed.

Breaches or suspected breaches must be reported to the Access and Privacy
Officer or Access and Privacy Coordinator for the Division, without delay. At this
time a Privacy Breach Checklist will be used to evaluate the breach and
determine next steps in the process (to be completed along with the Access and
Privacy Coordinator).

At times, notifying individuals, Manitoba Ombudsman and/or law enforcement of
the breach may be necessary but this will be determined by the Access and
Privacy Officer.

Privacy Impact Assessment (PIA) Process
Under FIPPA and PHIA, public bodies and trustees have specific privacy
obligations. These include how personal information can be collected, used,

disclosed, and otherwise protected.

Protecting privacy is more than just upholding the law, it also involves taking a
proactive approach to safeguarding the public’s personal (health) information.

Risks to privacy can arise in many circumstances. Collecting excessive

information, using intrusive means of collection, or obtaining sensitive details in
unexpected circumstances all represent risks to the individual. The use or
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disclosure of that information, or its retention for an unduly long period, puts
privacy at risk.

The PIA process assists in this proactive approach to evaluate a proposed or an
existing program, service or activity in order to ensure personal information is
safeguarded. The process examines potential impacts to privacy and considers
reasonable measures to lessen these impacts.

Managers should consult with the Access and Privacy Coordinator when
considering any new system, project, program, service or activity that may
involve personal information to determine whether a PIA is necessary.

Access and Privacy Basics for New Staff

The St. James-Assiniboia School Division follows the Freedom of Information
and Protection of Privacy Act (FIPPA) which:

e Protects privacy by regulating how personal information is handled
e Provides for public access to information through formal requests for
Division-held records

What Does This Mean?

e Personal information is information about an identifiable individual

¢ Privacy protection is common sense

e Protect personal information from unauthorized access or loss while using
it for Divisional purposes

e Privacy protection is a shared responsibility requiring your participation

e Everyone who works at the Division is responsible for protecting personal
information

e Everyone should identify, report and help remedy privacy issues at the
Division

Key Things to Note:

Think before you “say” it — would you be prepared to have your response
published in the newspaper — maybe even the front page?
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When you respond to / email / speak to a member of the public (parent,
community resident, etc.) keep in mind everything is “FIPPA-able”, meaning that
it can be requested and potentially accessed by that person. There are
exceptions that protect certain types of information as well as the rights of others.

What is a “Record”?

¢ A “Record” or “recorded information” means a record of information in any
form, and includes information that is written, photographed, recorded or
stored in any manner, on any storage medium or by any means, including
by graphic, electronic or mechanical means. This includes:

v' Emails from your Divisional email address

v' Text messages sent from Divisional devices

v' Recorded conversations — verbal recordings or written notes from a
conversation

Please Ask! - If in doubt, please ask your access and privacy questions of:

e The Division’s Access & Privacy Coordinator (extension 2010); in their
absence (extension 2009)

e Address privacy issues when they arise with your supervisor and/or the
Access and Privacy Coordinator

Other Tips:

e Lock your computer screen when not at your desk

e Do not have your password written down and displayed on your desk /
computer screen

e Keep confidential work “face-down” when another employee approaches
your work area

e Only collect personal information that you need to do your job

e Encrypt electronic personal information that is not in a secure Division
server

e Keep hard copy personal information locked and away from the public

¢ Avoid inadvertent exposure of personal information at work, home, transit
and elsewhere

e Deposit confidential shredding in the shredding consoles at your office /
school
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e Destroy personal information securely — cross cut shred and ask IT staff to
destroy electronic records

e Immediately notify the Access & Privacy Coordinator of any potential
breaches so you can work together to come to a solution

For more information, please review the following:
https://www.ombudsman.mb.ca/info/fippa.html
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